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~™ The MAILING DATE of this communication appears on the cover sheet with the correspondence address - 

Period for Reply 

A SHORTENED STATUTORY PERIOD FOR REPLY IS SET TO EXPIRE 3 MONTH(S) FROM 
THE MAILING DATE OF THIS COMMUNICATION. 

- Extensions of time may be available under the provisions of 37 CFR 1.136(a). In no event, however, may a reply be timely filed 
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earned patent term adjustment. See 37 CFR 1.704(b). 
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DETAILED ACTION 



Drawings 



The drawings are objected to as failing to comply with 37 CFR 1.84(p)(5) because they 
do not include the following reference character(s) mentioned in the description: S24 on page 14, 
line 8. Corrected drawing sheets are required in reply to the Office action to avoid abandonment 
of the application. Any amended replacement drawing sheet should include all of the figures 
appearing on the immediate prior version of the sheet, even if only one figure is being amended. 
The replacement sheet(s) should be labeled "Replacement Sheet" in the page header (as per 37 
CFR 1 .84(c)) so as not to obstruct any portion of the drawing figures. If the changes are not 
accepted by the examiner, the applicant will be notified and informed of any required corrective 
action in the next Office action. The objection to the drawings will not be held in abeyance. 

Claim Rejections - 35 USC§103 

The following is a quotation of 35 U.S. C. 103(a) which forms the basis for all 
obviousness rejections set forth in this Office action: 

(a) A patent may not be obtained though the invention is not identically disclosed or described as set forth in section 
102 of this title, if the differences between the subject matter sought to be patented and the prior art are such that the subject 
matter as a whole would have been obvious at the time the invention was made to a person having ordinary skill in the art to 
which said subject matter pertains. Patentability shall not be negatived by the manner in which the invention was made. 



Claims 1-17, & 19-20 are rejected under 35 U.S.C. 103(a) as being unpatentable over Oka in 
view of Ratayczak et al. [US 6259909] (hereinafter Ratayczak). 
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Art Unit: 2683 

1. Regarding claim 1, Oka disclose a communication apparatus (1; fig. 6) comprising: 
an authentication code storage section; (105; fig. 6) 

an authentication section using an authentication code stored in said authentication code storage 
section; (Col. 10; 8-21) and 

an authentication code updating section configured to calculate a new authentication code and 
update the authentication code stored in said authentication code storage section with the new 
authentication code when the authentication performed by said authentication section is 
successful. (Col. 10; 36-50) 

Oka fails to disclose configured to perform authentication of another communication 
apparatus. However, Ratayczak teaches in an analogous art that configured to perform 
authentication of another communication apparatus. (Col. 3; 8-15) Therefore, it would have been 
obvious to one of ordinary skill in the art at the time of invention to include configured to 
perform authentication of another communication apparatus in order to provide a method for 
securing access to data of a remote system using a communication apparatus. 

2. Regarding claim 2, Oka disclose The apparatus according to claim 1, further comprising: 
a comparator configured to compare an input authentication code with a predetermined 
authentication code; (Col 10; 8-21) 

an ending section configured to end the authentication performed by said authentication section 
when both codes do not coincide with each other; (Col. 10; 14-21) and 
a starting section configured to operate said authentication section and said authentication code 
updating section when the both codes coincide with each other. (Col. 10; 51-60) 
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3. Regarding claim 3, Oka disclose The apparatus according to claim 2, wherein said 
authentication section performs the authentication of the other communication apparatus using 
said input authentication code when the authentication code is not stored in said authentication 
code storage section. (Col. 10; 8-21) 

4. Regarding claim 4, Oka disclose The apparatus according to claim 2, wherein said 
authentication section performs the authentication of the other communication apparatus using 
identification data of the other communication apparatus and the authentication code which is the 
input authentication code when said authentication code storage section does not store 
authentication data of the other communication apparatus. (Col. 10; 8-21) 

5. Regarding claim 5, Oka disclose The apparatus according to claim 1, wherein said 
authentication section calculates authentication data based on identification data of the other 
communication apparatus and the authentication code and collates the calculated authentication 
data with authentication data of the other communication apparatus. (Col. 10; 8-21) 

6. Regarding claim 6, Oka disclose The apparatus according to claim 5, wherein said 
authentication section calculates the authentication data based on the identification data of the 
other communication apparatus, the authentication code and a random number. (Col. 11; 49-63 & 
Col. 18; 25-42) 



Application/Control Number: 1 0/025,77 1 Page 5 

Art Unit: 2683 

7. Regarding claim 7, Oka disclose The apparatus according to claim 1, wherein said 
authentication code updating section subjects the authentication code stored in said 
authentication code storage section and used in the authentication to a predetermined calculation, 
and generates a new authentication code. (Col. 10; 36-50 & Col. 18; 43-51) 

8. Regarding claim 8, Oka disclose The apparatus according to claim 7, wherein said 
authentication code updating section subjects the authentication code stored in said 
authentication code storage section and used in the authentication and a random number to the 
predetermined calculation, and generates the new authentication code. (Col. 14; 43-52 & Col. 18; 
25-42) 

9. Regarding claim 9, Oka disclose An authentication method, comprising: 
transmitting predetermined data to the apparatus to be authenticated from the apparatus 
demanding authentication; (Col.9; 65-Col.lO; 7) 

calculating authentication data in the two communication apparatuses based on said 
predetermined data, an authentication code for calculation, and identification data of the 
apparatus to be authenticated; (Col. 10; 8-21) 

comparing the obtained authentication data of both the apparatuses with each other in the 
apparatus demanding authentication; (Col. 10; 8-21) and 

updating the authentication code for calculation in the two communication apparatuses based on 
the predetermined data and the authentication code for calculation when the authentication data 
of both the apparatuses coincide with each other. (Col. 10; 36-50) 
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Oka fails to disclose an authentication method between two communication apparatuses. 
However, Ratayczak teaches in an analogous art that an authentication method between two 
communication apparatuses. (Col.3; 8-15) Therefore, it would have been obvious to one of 
ordinary skill in the art at the time of invention to include an authentication method between two 
communication apparatuses in order to provide a method for securing access to data of a remote 
system using a communication apparatus. 

10. Regarding claim 10, Oka disclose The method according to claim 9, wherein an 
authentication code is input into each apparatus to be compared a predetermined authentication 
code and the authentication is ended when the input authentication code does not coincide with 
the predetermined authentication code. (Col. 10; 8-21) 

11. Regarding claim 1 1, Oka disclose The method according to claim 9, wherein an initial value 
of said authentication code for calculation is an input authentication code. (Col. 10; 8-21) 

12. Regarding claim 12, Oka disclose The method according to claim 9, wherein said 
predetermined data is a random number. (Col. 11; 49-63 & Col. 18; 25-42) 

13. Regarding claim 13, Oka disclose A communication apparatus (1; fig.6), comprising: 
a comparator configured to compare an input first code or a prestored first code with a 
predetermined code; (Col. 10; 8-21) 
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an ending section configured to end an authentication when the first code and the predetermined 
code do not coincide with each other; (Col. 10; 14-21) 

a transmitter configured to transmit a random number to the other communication apparatus 
when both of the first codes coincide with each other; (Col. 1 1; 49-63 & Col. 18; 25-42) 
a collation section configured to calculate authentication data based on the random number, an 
authentication code, and identification data of the other communication apparatus, and collate the 
calculated authentication data with authentication data transmitted from the other communication 
apparatus; (Col. 11; 49-63 & Col. 18; 25-42) and 

an updating section configured to update the authentication code based on the random number 
and the authentication code when both of the authentication data coincide with each other. 
(Col. 10; 36-50) 

Oka fails to disclose a communication apparatus having a function for authenticating 
another communication apparatus. However, Ratayczak teaches in an analogous art that a 
communication apparatus having a function for authenticating another communication apparatus. 
(Col. 3; 8-15) Therefore, it would have been obvious to one of ordinary skill in the art at the time 
of invention to include a communication apparatus having a function for authenticating another 
communication apparatus in order to provide a method for securing access to data of a remote 
system using a communication apparatus. 

14. Regarding claim 14, Oka disclose The apparatus according to claim 13, wherein said 
updated authentication code is stored in a storage section, and said collation section uses the 
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input first code as the authentication code when the authentication code is not stored in the 
storage section. (Col. 10; 8-21) 

15. Regarding claim 15, Oka disclose a communication apparatus (1; fig.6) comprising: 
a comparator configured to compare an input first code or a prestored first code with a 
predetermined code when authentication is requested by another communication apparatus; 
(Col. 10; 8-21) 

an ending section configured to end an authentication when the first code and the predetermined 
code do not coincide with each other; (Col. 10; 14-21) 

a receiver configured to receive a random number from the other communication apparatus; 
a transmitter configured to calculate authentication data based on the random number, an 
authentication code, and identification data of own apparatus and transmit the calculated 
authentication data to the other communication apparatus; (Col. 1 1 ; 49-63 & Col. 18; 25-42) and 
an updating section configured to receive a result of authentication from the other 
communication apparatus and update the authentication code based on the random number and 
the authentication code when the authentication is successful. (Col. 10; 36-50) 

Oka fails to disclose a communication apparatus having a function for authenticating 
another communication apparatus. However, Ratayczak teaches in an analogous art that a 
communication apparatus having a function for authenticating another communication apparatus. 
(Col. 3; 8-15) Therefore, it would have been obvious to one of ordinary skill in the art at the time 
of invention to include a communication apparatus having a function for authenticating another 
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communication apparatus in order to provide a method for securing access to data of a remote 
system using a communication apparatus. 

16. Regarding claim 16, Oka disclose The apparatus according to claim 15, wherein said 
updated authentication code is stored in a storage section, and said transmission section uses the 
first code as the authentication code when the authentication code is not stored in the storage 
section. (Col. 10; 8-21) 

17. Regarding claim 17, Oka disclose an article of manufacture comprising: 

a first computer readable program code for causing a computer to allow two communication 
apparatuses authenticate each other using authentication code; (Col. 10; 8-21) and 
a second computer readable program code for causing a computer to calculate a new 
authentication code, and update the authentication code, when the authentication is successful. 
(Col. 10; 36-50) 

Oka fails to disclose a computer usable medium. However, Ratayczak teaches in an 
analogous art that a computer usable medium having a computer readable program code 
embodied therein, the computer readable program. (E2; fig.7; Col.3; 8-15 & 59-67) Therefore, it 
would have been obvious to one of ordinary skill in the art at the time of invention to include a 
computer usable medium in order to provide a method for securing access to data of a remote 
system using a communication apparatus. 

19. Regarding claim 19, Oka disclose a communication apparatus (1; fig.6) comprising: 
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an input section configured to input a first authentication code; (Col 9; 65-Col. 10; 7) 

an output section configured to output a second authentication code corresponding to the first 

authentication code input by the input section; (Col. 10; 8-21) 

an updating section configured to update the second authentication code to a code different from 
the second authentication code output from said output section when the authentication by the 
authentication section is successful. (Col 10; 36-50) 

Oka fails to disclose an external apparatus. However, Ratayczak teaches in an analogous 
art that an authentication section configured to perform authentication for setting a 
communication link with an external apparatus using the second authentication code output from 
the output section. (Col. 3; 8-15 & 59-67) Therefore, it would have been obvious to one of 
ordinary skill in the art at the time of invention to include an external apparatus in order to 
provide a method for securing access to data of a remote system using a communication 
apparatus. 

20. Regarding claim 20, Oka disclose an authentication method of a communication apparatus 
(1; fig.6), the method comprising: 

inputting a first authentication code; (Col. 9; 65-Col. 10; 7) 

outputting a second authentication code corresponding to the input first authentication code; 
(Col. 10; 8-21) 

updating the second authentication code to a code different from the output second 
authentication code when the authentication is successful. (Col. 10; 36-50) 
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Oka fails to disclose an external apparatus. However, Ratayczak teaches in an analogous 
art that performing authentication for setting a communication link with an external apparatus 
using the output second authentication code. (Col.3; 8-15 & 59-67) Therefore, it would have 
been obvious to one of ordinary skill in the art at the time of invention to include an external 
apparatus in order to provide a method for securing access to data of a remote system using a 
communication apparatus. 

Claim 18 is rejected under 35 U.S.C. 103(a) as being unpatentable over Oka & Ratayczak further 
in view of Austin et al. [US 6393270] (hereinafter Austin). 

18. Regarding claim 18, The above combination discloses all the particulars of the claim except 
the first program code causes a computer to calculate authentication data based on an 
authentication code shared by the two communication apparatuses. However, Austin teaches in 
an analogous art, that The article of manufacture according to claim 17, wherein the first 
program code causes a computer to calculate authentication data based on an authentication code 
shared by the two communication apparatuses, identification data of one of the two 
communication apparatuses, and a predetermined code generated by said one of the two 
communication apparatuses and transmitted to the other of the two communication apparatuses 
and to collate the authentication data of the two communication apparatuses. (Col.4; 14-23) 
Therefore, it would have been obvious to one of ordinary skill in the art at the time of invention 
to include the first program code causes a computer to calculate authentication data based on an 
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authentication code shared by the two communication apparatuses in order to provide a 
authentication method in cellular communication. 

Any inquiry concerning this communication or earlier communications from the 
examiner should be directed to Sharad Rampuria whose telephone number is 703-308-4736. 
The examiner can normally be reached on Mon-Fri. (9:00-5:30). 

If attempts to reach the examiner by telephone are unsuccessful, the examiner's 
supervisor, William Trost can be reached on 703-308-5318. The fax phone numbers for the 
organization where this application or proceeding is assigned are 703-872-9314 for regular 
communications and 703-872-93 14 for After Final communications. 

Any inquiry of a general nature or relating to the status of this application or proceeding 
should be directed to the receptionist whose telephone number is 703-305-4700. 

Sharad Rampuria n 
August 3, 2004 





